
DTEX AND  
GDPR COMPLIANCE
How Dtex can be deployed to meet GDPR standards
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The Dtex team has made it a top priority to be fully deployable under the EU General Data Protection 
Regulation (GDPR). After conducting an exhaustive review of GDPR requirements, Dtex has determined 
how Dtex can be used in a GDPR compliant manner. Below, you will find a compiled table of all relevant 
GDPR requirements with explanations of how Dtex meets those standards.

Controller - The (legal) person who “(either alone or 
jointly or in common with other persons) determines 
the purposes for which and the manner in which any 
Personal Data are, or are to be, processed.” In this 
context, the controller would be the Dtex customer. 

Processor - A (legal) person which processes personal 
data on behalf of the data controller.

In this context, Dtex is a processor. 

RELEVANT DEFINITIONS:

GDPR REQUIREMENTS & DTEX’S COMPLIANCE:
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TOPIC ARTICLE REQUIREMENT DTEX COMPLIANCE

Individual 
Rights

Articles 13 & 
14, Recital 39

The controller provides a written notice to 
individuals, explaining how it will use their data.

The controller explains this before collecting 
information. If the controller collects information 
from someone other than the individual him/
herself, the controller provides the information 
within 1 month or earlier if the controller uses 
the information before then.

The notice is accurate and contains the 
information currently required by the Directive. 

YES - Dtex will provide 
customers/controllers a list 
of all data the Dtex collector 
collects from the users/
individuals

Individual 
Rights

Articles 12, 
13 & 14

Notices are concise, accessible, and use clear 
and plain language.

Notices contain the additional information 
required by GDPR - both in Arts. 13 & 14 (see 
Transparency tab) and Art. 21 (right to object to 
processing based on legitimate interests). 

YES - Dtex will provide 
customers/controllers a list 
of all data the Dtex collector 
collects from the users/
individuals.
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TOPIC ARTICLE REQUIREMENT DTEX COMPLIANCE

Individual 
Rights

Article 15 If an individual requests his/ her personal data, 
the controller can retrieve that data and provide 
a copy and the explanatory information currently 
required.

YES - Via the Dtex explore UI 
and reporting functionality, 
the customer/controller can 
retrieve specific employee 
data and provide it to the 
individual. Customers/
controllers can also use Dtex 
professional services to 
retrieve the employee data.

Individual 
Rights

Articles  
12 & 15

The controller can provide the information in 
commonly used electronic form. The controller 
can provide access within one month and 
without charge and can provide the additional 
explanatory information required by GDPR.

YES - Dtex can provide the 
reports in PDF form that can 
be sent via email. 

Individual 
Rights

Article 20 The controller can provide the individual’s data 
in a commonly used, structured and machine 
readable format, within one month.

YES - Dtex can provide the 
reports in PDF form that can 
be sent via email. 

Individual 
Rights

Article 16 If an individual asks to correct his or her data 
because it is inaccurate, the controller can 
correct it.

The controller can correct inaccurate data within 
one month.

YES - The data that Dtex 
collects is accurate because it 
relates to the actual activities 
that are performed by the 
user. Having said that, if data 
does need to be changed or 
corrected, Dtex provides a 
function that will allow any 
organization to correct or 
change the data. 

Individual 
Rights

Articles 17, 
18 & 19

The controller can erase personal data, if an 
individual makes a valid request (for example, 
because the data have been processed 
unlawfully). Alternatively, at the individual’s 
request, the controller can ‘restrict’ the data 
- i.e. store, but not further use the data, and 
mark the data as restricted in the system. The 
controller can erase the data within one month. 
If the controller has shared the data, or made it 
public, the controller can take reasonable steps 
to contact recipients/ controllers using the data 
to notify them of the request.

YES - Using Dtex professional 
services or through certain 
scripts, specific employee 
data can be erased.

Individual 
Rights

Article 21 The controller can stop processing personal 
data if an individual objects to processing for 
purposes of direct marketing or where the 
processing is based on legitimate interests.

YES - This can be done using 
the Dtex configuration page 
(Self-Serve). 
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TOPIC ARTICLE REQUIREMENT DTEX COMPLIANCE

Individual 
Rights

Article 21 If an individual objects, the controller can stop 
a) profiling; and b) processing for scientific or 
historical research, or for statistical purposes.

YES - This can be done using 
the Dtex configuration page 
(Self-Serve). 

Lawfulness 
of 
Processing

Article 6 The controller has identified the different 
purposes for which it wishes to process personal 
data. It has checked that, for each purpose, 
there is a lawful basis for processing under data 
protection law.

Where the controller is processing personal data 
for its (or someone else’s) legitimate interests, 
it has identified what these interests are; 
considered the impact of the processing on the 
individual; and determined that the business 
interests are not overridden by the interests of 
the individual.

YES - Currently Dtex data 
collection, display and 
retention can customized and 
currently there is nothing in 
Dtex that causes prejudice 
to an individual (the data can 
also be anonymised).

Data 
Quality & 
Minimisation

Article 5 The controller ensures that, when it processes 
personal data for a particular purpose, the data 
is adequate for that purpose and that it does not 
process data which is not relevant, or more data 
than is necessary for that purpose. 

The controller ensures that personal data is 
accurate and takes reasonable steps to keep 
them up to date.

YES - By default, the Dtex 
endpoint collector does not 
collect any data that is not 
necessary and customers/
controllers can configure 
the collector (via self-serve) 
to collect only the relevant 
data that is appropriate for 
the purpose. Finally, the data 
collected is also anonymised.

Data 
Quality & 
Minimisation

Article 5 The controller considers how long it needs 
to retain personal data for and does not keep 
personal data for longer than is necessary for 
the relevant purpose. Once personal data is 
no longer necessary, the controller securely 
destroys the data, or ensures that the data are 
sufficiently de-identified.

YES - Customer/controller 
can configure the deletion 
period for the data.

Data Quality Article 25 The controller considers data quality both at 
the beginning of a new data processing activity 
and on an appropriate periodic basis during the 
processing. The controller considers if it has 
appropriately taken account of its obligations 
and individuals rights and if there are ways that 
it can reduce the risk posed by the processing 
of personal data - by reducing the extent of the 
processing of personal data (for example, by 
minimising the volumes of data processed) or 
by using privacy enhancing technologies (such 
as pseudonymisation). The controller considers 
available technology, cost, objectives of 
processing and risks to individuals when making 
this assessment.

YES - Dtex collects only data 
that is necessary to detect 
insider threats and provides 
the ability to anonymise that 
data. 
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TOPIC ARTICLE REQUIREMENT DTEX COMPLIANCE

Data Sharing Articles  
28 & 29

The controller ensures that, before it appoints 
a processor, it considers what personal data 
processing measures are appropriate; that 
it appoints a processor who can meet these 
requirements and takes reasonable steps, on an 
ongoing basis, to ensure compliance with these 
standards.

The controller must ensure there is a written 
contract with the processor which requires the 
processor only to process personal data on the 
controller’s instructions and to ensure that the 
processor implements appropriate technical and 
organisational measures to protect the personal 
data.

Dtex will provide a written 
Best Practices document. 

Data Sharing Articles  
28 & 29

The controller ensures that written contracts 
with its data processors contain the additional 
provisions required by GDPR, Art. 28.

Dtex will provide a written 
Best Practices document. 

Data Sharing Articles  
28 & 29

The processor is under a direct obligation to 
ensure that it only processes personal data under 
instructions of the data controller. 

The processor ensures that a written contract is 
in place with its controller clients, which contains 
the content prescribed by Art.28. 

The processor ensures 1) that it does not appoint 
sub-processors without the approval of its 
controller clients; and 2) that any sub-processing 
terms, in turn, meet the requirements of Art.28.

Dtex will provide a written 
Best Practices document and 
a standalone Data Processing 
contract addendum. 

Data Sharing Articles 26, 
27, & 29

The controller/ The processor ensures that, for 
each area of data processing, it understands if it 
is a controller, a processor, or a joint controller.

YES - Dtex makes clear in 
its contract that it is a data 
processor. 

Data 
Transfers

Articles 44-49 The processor ensures that it does not transfer 
personal data to countries outside the EU unless: 
1) there is an adequacy decision in force; or 2) 
there are appropriate safeguards or derogations 
in place.

The controller and the processor ensure that 
transfers and the adequacy methods are 
identified, so that records of processing activities 
can be kept and so that the methods used to 
ensure adequacy can be provided to individuals 
on request.

YES - Dtex will ensure that 
customer/controller data will 
never be transferred outside 
of the EU.
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TOPIC ARTICLE REQUIREMENT DTEX COMPLIANCE

Security Article 32 The processor has appropriate technical and 
organisational measures to ensure security of 
processing.

YES - Dtex handles controller/
customer/controller data 
in a secure manner and has 
written policies detailing our 
security measures. 

Accountability Article 30 The controller/ The processor have created 
and maintain records of processing, containing 
their details and details of the processing they 
undertake, as required by Art. 30 and in a form 
that can be made available to the supervisory 
authority on request.

YES - Dtex logs all processing.

Accountability Articles   
35 & 36

The controller ensures that it identifies 
processing which presents a high risk to 
individuals and where a Privacy Impact 
Assessment (PIA) is required - such as systematic 
& extensive use of automated decision taking; 
processing on a large scale of special categories 
of data or criminal offence data; and systematic 
monitoring of public areas on a large scale.

The controller ensures that the Data Protection 
Officer is involved in carrying out the PIA. 

The controller ensures that it consults with the 
relevant supervisory authority if the outcome 
of a PIA shows that the processing presents 
unmitigated risks.  

The controller must ensure that a processor it 
engages can assist in undertaking a PIA.

YES - Dtex is experienced in 
working on Privacy Impact 
Assessments and can also 
provide example/template 
PIAs.

If you have further questions about how Dtex can  be deployed in your environment 
in a GDPR compliant manner, reach out to your sales or customer/controller service 

representative, or contact us at info@dtexsystems.com


